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6105 Windows Server og datanett

Leksjon 10c Nettverkskomponenter del 3
— Brannmur / pakkefilter
— Nettverksbasert og vertsmaskinbasert brannmur

— Brannmur i Windows Server
» Brannmurprofiler
» Brannmurregler

Pensum:
— Kuvisli: Datakommunikasjon og maskinvare, kapittel 3 TCP/IP protokollene
— Kuvisli: Datakommunikasjon og maskinvare, kapittel 4 Nettverkskomponenter
— Kuvisli: Windows Server og nettverk, kapittel 13 Windows brannmur

Linker:
— Det finnes mye stoff om dette pa Wikipedia: Sgk pa begrepene
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Brannmur / pakkefilter
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Formal
— Stoppe ugnsket trafikk inn/ut av lokalnett
— Slippe gjennom “lovlig” trafikk
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Brannmur / pakkefilter

En brannmur filtrerer bort "ugnsket" trafikk
— Bare pakker som samsvarer med gitte kriterier slippes gjennom
— Alle andre pakker stoppes i ruteren

Filtreri ngSk”te”er En brannmu.rjobber pa erre_
— IP-adresse / portnummer til avsender og mottaker OSl-lag fordi den kan bruke info
| pakkehodene fra flere lag
— Protokolltype / -nummer

— Kommunikasjonsretning (inn/ut)
— Initieringsretning — hvilken side av brannmuren startet kommunikasjonen

Aksessliste (ACL-Access Control List)
— Tabell som viser hvilke pakker som skal slippe gjennom (filtreringsregler)
— Konfigureres manuellt i brannmuren

— Eksempel:
» Slipp gjennom innkommende http trafikk til webtjeneren i det interne nettet
» slipp giennom all utgaende http trafikk fra det interne nettet
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Brannmur / pakkefilter

A =

128.39.198.44

|_>
—

Internett Ruter med Internt nett
pakkefilter
Aksessliste:
Pakke- Mottaker Mottaker Avsender Avsender
. Protokoll
retning adresse port adresse port
Inn 128.39.198.44 80 alle eksterne >49150 TCP
Ut alle eksterne >49150 128.39.198.44 80 TCP
Inn alle interne >49150 alle eksterne 80 TCP
Ut alle eksterne 80 alle interne >49150 TCP
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Innkommende HTTP-trafikk

= Utgaende HTTP-trafikk
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Brannmurer

Nettverksbasert brannmur / ruterbrannmur

— Spesielle "hardwarebokser”, eller
programvare pa en dedikert maskin / ruter
» Plasseres mellom LAN og WAN
» Inneholder ofte ruter, pakkefilter og evt. NAT
— Beskytter hele nettverket pa innsiden av brannmuren

— Pris: 5000 — 100.000 kr.

— Utfordring: Stor trafikkmengde krever sveert hurtig prosessering av pakker dersom brannmuren ikke
skal bli en flaskehals med forsinkelse!

Vertsmaskinbasert brannmur (lokal brannmur)

— Programvare som installeres pa én maskin og beskytter kun denne
» Inneholder kun pakkefilter for trafikk til / fra denne maskinen (ikke ruter eller NAT)
— Eksempler:
» Windows Firewall . F-SECURE® d Personal Firedal

|
» Norton Personal Firewall % f

» F-Secure Firewall .
Windows-brann
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Brannmur 1 Windows Server

0 Windows Defender Firewall with Advanced Security == O
File Action View Help
% Iniovird files Name Group Profile Enabled Action O ” || Inbound Rules
&3 Outbound Rules
% Connection Security Rules Windows Media Player Network Sharing Service (QWave-.. Windows Media Player Network Sharing Service Private, Public No Allow N &3 NewRule..
5., Monitoring Windows Media Player Network Sharing Service (qQWave-.. Windows Media Player Network Sharing Service Domain No Allow N T Filter by Profile
Windows Media Player Network Sharing Service (SSDP-In) ~ Windows Media Player Network Sharing Service All No Allow N
Windows Media Player Network Sharing Service (Streamin.. Windows Media Player Network Sharing Service Domain No Allow N Y Filter by State
Windows Media Player Network Sharing Service (Streamin.. Windows Media Player Network Sharing Service Private, Public No Allow N Y Filter by Group
Windows Media Player Network Sharing Service (TCP-In) Windows Media Player Network Sharing Service Domain No Allow N View
Windows Media Player Network Sharing Service (TCP-In) Windows Media Player Network Sharing Service Private, Public No Allow N T
Windows Media Player Network Sharing Service (UDP-In) ~ Windows Media Player Network Sharing Service Private, Public No Allow N =
Windows Media Player Network Sharing Service (UDP-In) ~ Windows Media Player Network Sharing Service Domain No Allow N i Export List..
Windows Media Player Network Sharing Service (UPnP-In) ~ Windows Media Player Network Sharing Service All No Allow N Help
Windows Media Player Network Sharing Service (HTTP-Str.. Windows Media Player Network Sharing Service (.. Domain, Private  No Allow N
£ Windows Remote Management (HTTP-In) Windows Remote Management Domain, Private  Yes Allow N
@ Windows Remote Management (HTTP-In) Windows Remote Management Public Yes Allow N
Windows Remote Management - Compatibility Mode (HT.. Windows Remote Management (Compatibility) All No Allow N
D e m O : £ World Wide Web Services (HTTP Traffic-In) World Wide Web Services (HTTP) All Yes Allow N,
< > < >
— Profiler

v v v v

— Inngaende og utgaende brannmurregler
— Brannmurregler / filtere

— Gyldighetsomrade (scope)

— Logging i brannmuren

6105 Windows Server og datanett © Jon Kvisli, USN Nettverkskomponenter - 6



@ Windows Defender Firewall with Advance d Security

File Action View Help
o= @ B

[ A S CAA RG] Windows Defender Firewall with Advanced Security on Local Computer

&3 Inbound Rules

&% Outbound Rules

%% Connection Security Rules
. Monitoring

A
w Windows Defender Firewall with Advanced Security provides network sec|

‘ Overview
Domain Profile
& Windows Defender Firewall is on
® Inbound conne: ctions that do not match a rule are blocked

@ Outbound connections that do not match a rule are allowed

Private Profile is Active

& Windows Defender Firewall is on

® Inbound conne ctions that do not match a rule are blocked
€ Outbound conne: ctions that do not match a rule are allowed
Public Profile

& Windows Defender Firewall is on.

® Inbound conne: ctions that do not match a rule are blocked
& Outbound conne: ctions that do not match a rule are allowed

P Windows Defender Firewall Properties

World Wide Web Services (HTTP Traffic-In) Properties X

General Programs and Services Remote Computers
Protocols and Ports Scope Advanced Local Principals Remote Users
Profiles
Specify profiles to which this rule applies.
3 Domain
Private
Public
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Brannmurprofiler

Domain Profile

— Gjelder nar maskinen brukes i et AD domene og har
tilgang til domenekontrolleren i domenet.

Private Profile

— Gjelder 1 private nettverk. | utgangspunktet er ingen
nettverk private, men brukeren kan definere en
nettverksplassering som privat, f.eks. et hjemmenettverk

Public Profile

— Gjelder nar maskinen brukes i alle andre nett utenfor eget
domene. For eksempel hvis en baerbar maskin brukes i et
offentlig tradlgst nett pa reise.

Brannmurinnstillinger kan settes for hver profil
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Innkommende og utgaende brannmurregler

Innkommende regler

— Gjelder kommunikasjon som er initiert fra "utsiden” av brannmuren

» Dvs. klientprogrammet er pa andre maskiner i nettverket
Utgaende regler

ﬁ Windows Defender Firewall with Advanced Security

File Action View Help
a 75 = HE

ﬁ' Windows Defender Firewall with Advanced Security o
&3 Inbound Rules

— Gjelder kommunikasjon som er initiert fra fra "innsiden” av brannmuren | & OutboundRules

» Dvs. klientprogrammet er pa maskinen som kjarer brannmuren

Obs! Reglene gjelder pakker som gar "begge veger"
— Dvs. bade til og fra klient-/tjenerprogram
Standardinnstillinger i Windows Firewall:
— Alle utgaende forbindelser tillates

— Alle innkommende forbindelser blokkeres
» Regler ma apnes manuelt

» Windows apner mange regler "automatisk" ved
installasjon av tjenerroller/-funksjoner
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& Connection Security Rules

8. Monitoring

Windows Defender Firewall with Advanced Security on Local Com... X

1 Domain Profile  Private Profile  Public Profile  |Psec Settings

Specify behavior for when a computer is connected to its comporate

domain.
State
_ 4 ; Firewall state: On (recommended)
Inbound connections: Block (default)
Outbound connections: Allow (default)
Protected network connections: Customize...
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Brannmurregler

Rl Tpe Fire regeltyper:

Select the type of firewall nule to create.

S Program

Rule Type What type of rule would you like to create?

. ® Progm — Gjelder all trafikk til/fra en bestemt programfil

Rule that contrals connections for a program.

- i Port

Rule that controlz connections fora TCP or UDP port.

g — Gjelder for trafikk til/fra én bestemt TCP eller
. UDP port.

. . ) . ]
World Wide Web Services (HTTP Traffic-In) Properties X World Wide Web Services (HTTP Traffic-In) Properties X
Protocols and Ports Scope Advanced Local Principals Remote Users General Programs and Services Remote Computers -
General Programs and Services Remote Computers | | ProtocolsandPorts  Scope  Advanced  Local Principals ~ Remote Users P r e e I n e
G This is a predefined rule and some of its properties cannot Protocols and ports
— Ferdigdefinerte b m ler i Wind
Gonera & Protccdltype Tep — kFerdigaetinerte prannmurregier 1 Vvindows

Protocol number:

e tilpasset bestemte Windows-komponenter.

World Wide Web Services (HTTP Traffic-In)

e S T gy Custom
Enabled Remote port All Ports . . .
o — Defineres manuelt med en kombinasjon av

4 (@ Allow the connection
£ (O Allow the connection if it is secure Intemet Control Message Protocol p ro g ram 0 g p O rt n u m m e r .

(ICMP) settings

(O Block the connection

oK | Cancel OK Cancel
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Brannmurregler

Gyldighetsomrade (scope)
Avgjer hvilke avsendere / mottakere
brannmurregelen skal gjelde for.

— Alle maskiner i nettet

— Enkelte IP-adresser

— Et helt IP-nett (subnett)
» eks: 192.168.52.0/24

— Et adresseomrade (range)
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‘World Wide Web Services (HTTP Traffic-In) Properties

General Programs and Services

Protocols and Ports Scope Advanced Local Principals Remote Users

Local IP address
KB @® Any IP address
4

(O These IP addresses:

Remote IP address
A (® Any IP address

(O These IP addresses:

*

Remote Computers

IP Address
Specify the |P addresses to match:

(® This IP address or subnet:

192.168.52.0/24

Examples: 192.168.0.12
192.168.1.0/24
2002:9d3b:1a31:4:208:74ff fe 39:6c43
2002:9d3b:1a31:4:208: 74ff fe39:0/112

(O This IP address range:

From:

To:

(O Predefined set of computers:

Default gateway

[ s
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